Background Check FAQs

1. Are WMATA contractors responsible for conducting and providing WMATA, evidence that a
background check was performed?

Yes. The contractor shall contract with, or otherwise engage, an accredited third-party vendor to
conduct the required background checks and provide evidence of compliance through regular
certification to WMATA.

2. How should | select an accredited third-party vendor to conduct the required background
checks?

You should choose a criminal background screening company that is capable of meeting the
standards established by your policies.

3. Are WMATA contractors required to provide the completed and signed Background Check
Certification quarterly?

Yes. At the end of each calendar quarter, the contractor shall complete the certification form and
submit it to the Contracting Officer's Technical Representative (COTR).

4, Must the contractors provide the results of the background check in order to receive the
OneBadge?

No, not unless the COTR asks for them. However, a current certification of compliance must be on
file with the COTR.

5. Does the Background Check Certification (Quarterly) need to be submitted for each
contractor or subcontractor working on WMATA'’s premises, or who will have access to
WMATA'’s customers or information or should one form per quarter be submitted for the
contracting or subcontracting firm?

The contractor shall submit one background check certification form for each calendar quarter listing
all contractor employees and agents (“personnel”) to which it applies. At the end of each calendar
quarter, the contractor shall submit the completed certification to the COTR.

6. What type of documentation are contractors required to submit with the Background Check
Certification (Quarterly)?

Contractors are required to submit the completed Background Check Certification (Quarterly) form
every quarter that lists all active contractor employees and other personnel working on WMATA
contracts. Therefore, the listing must include current personnel who have been previously listed as
well as new personnel. This certification may be based on a background check that is not more
than one year old. Completed Background Check Certification forms indicate the name of the
employee or other personnel to whom the certification applies as well as the WMATA Contractor
ID No., and whether each listed person is new.

Please note that periodic audits will be conducted to ensure that contractors are compliant with
the Background Check Certification (Quarterly).

7. Are WMATA contractors expected to conduct a background check on its employees and
subcontractors every quarter or just certify the background check was conducted and
personnel passed it by submitting the Background Check Certification (Quarterly) form?
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Contractors are not required to run a new background check each quarter on their personnel.
Rather, contractors are required to submit a certification form every quarter. This certification may
be based on a background check that is not more than one year old.

Regarding subcontractors: The prime contractor must pass this background check and quarterly
certification requirement down to each of its subcontractors. Subcontractors shall complete the
background checks and the certification forms in the same manner as described above for
contractors, except that the certification is made to the contractor, not the COTR.

What should | do if | do not know how to draft background check policies and procedures?

Contractors may use WMATA'’s Criminal Background Checks, Policy/Instruction 7.2.3 as a guide.

If a subcontractor works on multiple contracts, for more than one prime, which prime is
responsible for certifying the subcontractor?

All prime contractors are responsible for certifying all subcontractors on each project.

Does the prime have to sign off for subcontractors or does each subcontractor validate their
own staff with no involvement from the prime?

It is the responsibility of the prime to ensure their subcontractors are in compliance with the
background policy.

What if | lose my OneBadge?
WMATA'’s lost badge policy and process has not changed but is subject to change at WMATA'’s

discretion. Currently, contractor personnel can replace a lost badge at the ID Office for $5 after the
first loss and $25 for any subsequent loss.

Who do | contact if my badge does not work?

If you have a problem with your badge, please notify a OneBadge team member as soon as you
can at the WMATA ID Office.

Who notifies the ID office that the contractor personnel passed a background check?

In all instances, it is the COTR’s responsibility to provide internal coordination regarding whether
proper certification is on file with WMATA.

What are the specific WMATA requirements for consideration of “nature of the services...”,
“nature or gravity of the offense or conduct”, and “time that has lapsed since the offense...”
This is very general and unclear. Please provide details for requirements.

WMATA will not provide specific details as each contractor must write its own policy. WMATA does
not recommend or endorse any guidance regarding background check policies. The Equal
Employment Opportunity Commission (EEOC) has published guidance for drafting background
check policies.

See: https://www.eeoc.gov/laws/guidance/arrest conviction.cfm

WMATA requires an “accredited third-party vendor to conduct the required background
checks and provide the vendor with a copy of its background check policies and
procedures”. What does WMATA consider to be an “accredited” third-party vendor?
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A Consumer Reporting Agency (CRA) that has been certified by a recognized accreditation body,
meaning it adheres to strict standards for accuracy and compliance with the Fair Credit Reporting Act
(FCRA), ensuring the information provided is reliable and legally sound when used for employment or
other purposes; essentially, it's a background check done by a company that follows legal guidelines
for data collection and reporting.

What policy is WMATA requiring the contractor to provide to the 3" party vendor?

WMATA expects the contractor to provide the 3 party vendor with a copy of the contractor’s
adopted background check policy.

16. The Contractor must provide “That person passes the contractor’s background check.”
Provide definition for “pass”.

What constitutes a “pass” will be determined by the contractor’'s background check policy.

17. “The contractor shall indemnify WMATA and hold WMATA harmless from any and all claims,
demands, damages, costs and expenses, including attorneys’ fees and other costs and
expenses associated with any claims, demands, etc., and other liabilities and relief arising
out of or resulting from the contractor’s background check obligation and process.” Provide
specific examples and clarification of requirements for screening obligations and processes
(see other questions above.)

WMATA does not require its contractors to use specific screening criteria but expects contractors
to develop their own criteria. As a reference, WMATA has provided a copy of its own policy and
screening criteria for its employees. In addition, a link to the U.S. EEOC’s guidance regarding
background checks can be viewed through the following link:
www.eeoc.gov/laws/quidance/arrest conviction.cfm.

18. Quarterly Screening Certification

a. Does WMATA maintain an approved or non-approved list of accredited third-party
vendors?

WMATA will not provide a list of approved or non-approved vendors. Contractors must
determine their own standards for accredited third-party vendors and certify to WMATA that
its standard is met.

b. “It will screen for criminal convictions, taking into consideration (1) the nature of the
services or work being performed under the contract with particular regard for the
individual’s access to, and interaction with, WMATA’s customers, property, and
confidential information; (2) the nature or gravity of the offense or conduct resulting
in a criminal conviction; and (3) the time that has elapsed since the conviction and/or
completion of the sentence, for all contractor personnel who will have access to
WMATA’s customers, the general public, WMATA’s property, or WMATA’s
information and who works on this contract during each calendar year within this
contract’s period of performance. The Offeror will provide certification that it
conducted these screenings to the COTR on a quarterly basis, on a form provided.”
What are the specific requirements for the nature of services or work being
performed? How does each vendor interpret this uniformly?

The Background Check Certification (Quarterly) requires contractors to certify the following:

1) It will contract with or engage an accredited third-party vendor to conduct background
checks of all Contractor personnel who will have access to WMATA's customers,
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WMATA's property, or WMATA's information in connection with this Contract. This
requirement also applies to Contractors who engage with the general public on WMATA's
behalf.

2) It will screen for criminal convictions of all Contractor personnel who will have access to
WMATA's customers, the general public, WMATA's property, or WMATA's information
and who work on this Contract during each calendar year
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within this Contract's period of performance, taking into consideration: (1) the nature of the
services or work being performed under the contract with particular regard for the individual's
access to, and interaction with, WMATA's customers, property, and confidential information;
(2) the nature or gravity of the offense or conduct resulting in a criminal conviction; and (3) the
time that has lapsed since the conviction and/or completion of the sentence. Offeror will
provide certification that it conducted these screenings to the Contracting Officer's Technical
Representative (COTR) on a quarterly basis, on a form provided.

3) The Contractor shall submit to the COTR a list of all employees and agents who will
require Contractor access badges not less than 7 days prior to the date on which access
will be required.

4) Offeror will determine that all Contractor personnel working on this Contract during the
calendar year passed the Contractor's background check and will be in good standing
and otherwise fit to work on this Contract.

5) Offeror has not obtained or otherwise been made aware of any information about any
Contractor personnel working on this Contract that contradicts or otherwise impacts the
Contractor's determination that such persons passed the Contractor's background check
and/or are fit to work on this Contract.

6) The Contractor will flow this requirement down to all of its subcontractors who will have
access to WMATA's customers, the general public, WMATA's property, or WMATA's
information within this Contract's period of performance.

c. “The Offeror has not obtained or otherwise been made aware of any information
about any contractor personnel working on this contract that contradicts or
otherwise impacts the contractor’s determination that such persons passed the
contractor’s background check and/or are fit to work on this contract.” What is the
intent of this sentence and what does it mean?

If the contractor is relying on a background check completed within the last year, the
contractor is affirming that it has not been made aware of any charges or offenses that
would contradict the last background check. Example: background check was clear when
last checked but an employee or agent notifies the contractor of a recent arrest with pending
charges or a conviction that had not occurred at the time of the last background check. In
the example, the contractor would be aware of information that impacts the contractor’s
determination that this employee or agent would still pass the screening and/or is fit to work
on the WMATA contract.

19. When the check is done, who specifically should we notify? Should we attach the
background check results? Should we send a screening certificate on this occasion or wait
until the end of the quarter?

One (1) Background Check Certification form must be submitted by the contracting firm for each
contract under which they perform WMATA work, each calendar quarter. At the end of each
calendar quarter, the contractor shall complete a certification and submit it to the COTR indicating
the contractor's compliance with the background check requirement and confirm that all persons
required to be screened passed the contractor’s background check before working on the WMATA
contract. A copy of the background check is not required.

20. What is the rationale for quarterly attestation from our contractors versus annually or when
a contract is awarded or renewed? Many contractors only run background checks when
they hire staff, it is not normal and customary to run annual background checks on all
employees.
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Certifications are required quarterly to ensure that any new information, known by the contractor,
but discovered after the background check date, is incorporated in the contractor’s certification.

21. Why can’t we just require a copy of their background check policy and impose
indemnification by them to us if they don’t follow the policy within our requirements?

Contractors determine their Background Check Policy. However, it is anticipated that the general
indemnification provided in the base contract would provide WMATA protection from any
subcontractor failure to meet this requirement.

22, When is an ID required for delivery people (UPS, FedEx, Staples, Deer Park) and is an escort
required?

Unbadged vendors are treated as visitors. Special Police Officers verify the delivery person’s ID and

then they are escorted to complete the delivery.

New Background Check Requirements
Please find the Risk-Tier Matrix and definitions here COTR Training Program.

23. When are the new background check requirements for contractors going into effect?
Effective March 3, 2025, Metro will introduce new contractor background check requirements.
24. Why is Metro implementing the new requirement for additional background checks?

Metro is introducing a new requirement for additional background checks to enhance internal
controls and minimize risk exposure in critical processes. This step is essential for ensuring the
ongoing sustainability of our talent pool, which comprises independent contractors and subject
matter experts. The conventional criminal background check no longer meets the strategic goal of
building talented teams and driving organizational success.

25. How do the new background check requirements affect new or existing contractors?

Starting March 3, 2025, all new contracts awarded must include updated background check
requirements for contractors onboarded after this date. Each contractor will be assigned a risk level
to determine the specific background check requirements, which the vendor will periodically certify.

The risk levels of existing contractors have already been determined based on their roles and
responsibilities. It is important to note that the new background check requirements do not apply
retroactively. Instead, they will be relevant for contract renewals, extensions, and modifications.

26. What is the Risk-Tier Matrix, and how does it relate to contractor background checks?

The Risk-Tier Matrix tool categorizes contractors into different risk levels while establishing
appropriate background check requirements for each category. This matrix assists the Contracting
Officer’s Technical Representative (COTR) in assessing potential risks associated with contractors
and determining which additional checks are necessary to address specific risks related to each
contractor’s role.

The matrix has two key components:

¢ Risk Drivers are broad categories of potential risks, such as job duties or work environments.
¢ Risk Factors are specific elements within those categories that could pose a threat.
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27. How do | onboard a contractor and communicate the additional background check
requirements to the vendor?

To effectively onboard a contractor and communicate additional background check requirements
to the vendor, follow these steps:

¢ Identify Contractor Role: Begin by determining the contractor’s role and identifying the
relevant Risk Drivers and Risk Factors using the Risk-Tier Matrix.

e Conduct Risk Assessment: Utilize the Risk-Tier Matrix to perform a comprehensive risk
assessment for the contractor before onboarding.

¢ Communicate Background Check Requirements: Inform the vendor of any additional
background checks beyond the standard identity verification and criminal background
check. The initial certification, including any additional background checks, must be
received before finalizing the contractor's onboarding in the system of record.

¢ Report to the Contracting Officer: If there are misaligned expectations with the vendor
or failure to provide the certification on the additional background checks, escalate these
to the Contracting Officer for resolution.

¢ Confirm Accreditation: Verify that the vendor is aware of all required background checks
and ensure that these checks are performed through an accredited background check
provider.

28. What if | am unsure of the contractor’s role and the necessary background check?
If you are uncertain about the contractor's role and the required background check, it is advisable
to review the contract's scope of work for the contractor. Additionally, utilizing the Risk-Tier Matrix

can help identify the relevant Risk Drivers and Risk Factors associated with that role.

29. Is the background check requirement solely an obligation of the Contracting Officer’s
Technical Representative (COTR)?

Regarding the background check requirements, it is essential to note that compliance is not solely

the Contracting Officer’s Technical Representative’s (COTR) responsibility. All Metro employees
involved with contractors must adhere to the new background check guidelines.
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